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Introduction

4 / 95



5 / 95



6 / 95



Challenges

• Methods for root cause detection of faults
• ICEs are not clearly understood
• Diagnostic systems monitor many components independently

• Faults manifest and trigger other monitors
• Faults not detected in chronological order

• Manifested faults trigger faster than root fault
• Physical injection and testing of faults

• Shortens lifespan of engine and causes permanent damage
• WLTP
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Objectives

• Improved fault isolation that vehicle is correctly repaired at first attempt
• Determine fault isolation capability given sensor set-up
• Analysis of which sensors needed to fulfil fault isolation requirements
• Methods for fault detection providing good fault isolation possibilities
• Design of a Digital Twin/Simulation Testbed to meet the above purposes
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What is a Digital Twin?
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Digital Twin

• A virtual representation of an object or system that spans its lifecycle

. . . continuously updated with data from its physical counterpart. — MIT Sloan

. . . uses simulation, ML, and reasoning to help decision-making. — IBM

• First digital twin — Apollo 13
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Digital Twin

• A virtual representation of an object or system that spans its lifecycle

. . . continuously updated with data from its physical counterpart. — MIT Sloan

. . . uses simulation, ML, and reasoning to help decision-making. — IBM

• First digital twin — Apollo 13Digital Twins and Living Models at NASA

Presented by:
B. Danette Allen, PhD

Senior Technologist for Intelligent Flight Systems

03 November 2021

Gateway to the Future of Manufacturing & Autonomy!
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What is NOT a Digital Twin?
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Not Digital Twin

• CAD model
• 3D scan
• Physics model, e.g. 3D, 1D system
• AI/ML model
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Modeling the Engine
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Physical Engine on the Bench

• Volvo Drive-E T5 Engine
• 2.0L 4-cylinder turbocharged

petrol
• 8-speed automatic gearbox
• Max Power: 245 bhp
• Max Torque: 350 Nm
• 0–62 mph: 6.4 s
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Physical Engine on the Bench

• 6 actuators/inputs
• 9 sensors/outputs
• 13th-order system!
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Mathematical Modeling

• Modeled using dynamical equations describing air flow (MVEM)
• 62 equations
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Simulink Model
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Simulink Model
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Exercise 1 — Modeling (15–20 minutes)

• Download main workshop exercise file from
markusng.com/assets/Docs/CCTA.zip and unzip/extract it.
• Head to folder “Ex1 - Modeling”.
• Ensure that “Ex1 - Modeling” is the Current Folder in Matlab.
• Run main.m.

• Ensure that all engine data have been loaded to the Workspace. You can use the
command ‘who’ for this.

• You will also see 2 Simulink models being opened — Engine.slx and
EngineLibrary.slx.

• The engine model within Engine.slx (the amber box) is partly completed. With the
help of the SimulinkLibrary.slx library file and the figure in the file Simulink.pdf,
complete the engine model. Ignore the red blocks!.

IEEE CCTA 
Workshop 2 Exercises
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Structural Model

23 / 95



Structural Model

• Analyze fault isolability from the outset without having to run simulations or perform
experimentation

• Provide general guideline for further development of fault diagnosis schemes
• Pros

• Only a mathematical model of the system is needed
• Simple and fast solution
• No design of residuals required

• Cons
• Computed based on idealized conditions — unbounded fault scenarios
• Performance depend entirely on quality of model
• Actual fault isolability has to be verified and analyzed via simulations or experimentation
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Structural Model
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Structural Analysis for Fault Isolation

• Steps to determine fault isolability using structural analysis
1 Obtain the differential equations
2 Construct the structural model (full-scale)
3 Construct the reduced structural model
4 Obtain the fault isolation matrix (FIM)
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Example 1

1. Let’s assume that we have a system that can be represented using the following
differential equations:

e1 : ẋ1 = 2x1 + f1, (1)
e2 : ẋ2 = x2, (2)
e3 : y1 = x1, (3)
e4 : y2 = x2 + f2, (4)

where {x1,x2} are the states of the system, {y1,y2} the measured outputs, and {f1, f2}
are the faults acting onto the system. The notations ei where i = 1,2,3,4 are used to
enumerate the equations.
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Example 1

2. Construct the full-scale structural model including all unmeasurable and measurable
variables and faults.

A structural model explains the relationships among the unknown variables
(states), known variables (inputs and outputs), and faults in the system.

An “x” is placed in the corresponding columns where the variables or faults are used
to explain each equation in (1)–(4). For example, the state x1 and the fault f1 are used
in equation e1 in (1).

Table 1: Structural model for the system in (1)–(4).

x1 x2 y1 y2 f1 f2
e1 x x
e2 x
e3 x x
e4 x x x
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Example 1

3. Construct the reduced structural model by performing canonical decomposition onto
the unknown variables.

Ensure that the table is filled up diagonally towards bottom right.
i) Complete the equations for first state without fault
ii) Then complete the equations for first state with fault
iii) Repeat steps (i)–(ii), cycling through all states of the system

Table 2: Reduced structural model for the system (1)–(4).

x1 x2
e3 x
e1 x ← f1
e2 x
e4 x ← f2
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Example 1

4. Identify now the fault(s) that could potentially affect each other on the same columns
in the reduced structural model.

If there are 2 or more faults ‘sitting’ on the same column, then those faults are
not isolable from each other. If only 1 fault ‘sits’ on a single column, then that
fault is completely isolated from the others.

In Table 3, both faults f1 and f2 each sits on separate columns. Hence, they are
isolated from one another.

Table 3: The FIM for the system (1)–(4).

f1 f2
f1 x
f2 x

*Note: Purely diagonal layout of filled elements in the FIM signifies a complete
fault isolation performance of this system.
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Example 2

1. Let’s consider a dc motor system shown in Figure 3.

Figure 3: A generic dc motor system commonly used in control engineering studies.
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Example 2

1. The system can be modeled using the following equations:

e1 : V = i(R+ fR)+L
di
dt

+Kaiω, (5)

e2 : Tm = Kai2, (6)

e3 : J
dω

dt
= ∆T−Kbω, (7)

e4 : ∆T = Tm−TL, (8)

e5 :
dθ

dt
= ω, (9)

e6 :
dω

dt
= α, (10)

e7 : yi = i+ fi, (11)
e8 : yω = ω + fω , (12)
e9 : y∆ = ∆T + f∆, (13)

where {i,θ ,ω,α,Tm,TL,∆T} are the
states of the system, and {i,ω,∆T} are
the measurable outputs. The input is the
voltage V.

Assume that there is a system fault fR
and that all outputs are potentially faulty,
i.e. {fi, fω , f∆}.
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Example 2

2. Construct the full-scale structural model.

Table 4: Structural model for the dc motor system.

i θ ω α Tm TL ∆T V yi yω y∆ fR fi fω f∆
e1 X X X X
e2 X X
e3 X X
e4 X X X
e5 X X
e6 X X
e7 X X X
e8 X X X
e9 X X X
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Example 2

3. Performing canonical decomposition onto the unknown variables yields

Table 5: Reduced structural model for the dc motor system.

θ α TL Tm i ∆T ω

e5 X X
e6 X X
e4 X X X
e2 X X
e1 fR −→ X X
e7 fi −→ X
e3 X X
e9 f∆ −→ X
e8 fω −→ X
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Example 2

4. The FIM shows that the pair {fR, fi} are not isolable from each other.

Table 6: The FIM for the dc motor system.

fR fi f∆ fω
fR X X
fi X X
f∆ X
fω X
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The Engine System

Structural model
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The Engine System

FIM
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Structural Model

• Analyze fault isolability from the outset without having to run simulations or perform
experimentation
• Provide general guideline for further development of fault diagnosis schemes
• Pros

• Only a mathematical model of the system is needed
• Simple and fast solution
• No design of residuals required

• Cons
• Computed based on idealized conditions — unbounded fault scenarios
• Performance depend entirely on quality of model
• Actual fault isolability has to be verified and analyzed via simulations or

experimentation
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Exercise 2 — Structural Model (15–20 minutes)

• Still using the unzipped/extracted main workshop exercise file downloaded for
Exercise 1.
• Head to folder “Ex2 - Structural Model”.
• Ensure that “Ex2 - Structural Model” is the Current Folder in Matlab.
• Open/edit main.m.
• The structural model of the engine has been partly completed (lines 32–71).
• This exercise requires you to complete the definitions for the derivatives (lines

73–85), actuators (line 87 and expand accordingly), and sensors (line 89 and expand
accordingly).
• You can refer to pages 49–52 of the file ‘IEEECSM (arXiv).pdf’ (preprint of the IEEE

CSM paper) found in the same folder to help with completing the equations.
• Once you are done, run main.m
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Controller Design
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Controller Design

• To follow reference
• Driving Cycle Profiles
• Effect of faults in closed-loop
• Realistic excitation of engine
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Open Loop Analysis
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Reference Inputs

vg,1000rpm =
120πrw

final gear ratio×current gear ratio
,

ωeREF =
Vigear(V)

rw
,

mvV̇ = Fw−Fd−Fr,

Fd =
1
2

ρacdAf V2,

Fr = mvcrg,

TqeREF =
Tqw

igear(V)
.
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WLTP Driving Cycle
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WLTP Driving Cycle
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Controller Setup

1
A_thREF [m^2]

2
wg_REF [0..1]

Waste-gate
saturation [0..1]

p_imREF [Pa]

p_imACT [Pa]

alpha_thrREFsat [0..1]

alpha_thrREF [0..1]

alpha_thrFB [0..1]

Throttle Feedback
including anti-windup

Throttle
saturation [0..1]

+

+

1
omega_eREF [rad/s] 

Tq_eREF [Nm]

Tq_e [Nm]

p_im [Pa]

p_im_ref

p_ic_ref

Driver gas pedal
interpretation

p_imREF [Pa]

N_e [rad/s]

p_icACT [Pa]

T_im [K]

p_em 

alpha_thrFF [0..1]

Throttle Feed Forward 

p_icREF [Pa]

p_icACT [Pa]

wgREFsat [0..1]

wgREF [0..1]

wgFB [0..1]

Waste-gate Feedback
including anti-windup

2
Tq_eREF [Nm]

1 1

3
Feedback

<p_ic [Pa]>

<p_im [Pa]>

<Tq_e [Nm]>

<T_im [K]>

<p_em [Pa]>

• PI-based with anti-windup
• Control for throttle area and

wastegate actuator
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Generic Single-Turbocharged Engine 
with Boost Controller

System States
 
  1) Air Filter Temperature, Taf [K]
  2) Air Filter Pressure, paf [Pa]
  3) Compressor Temperature, Tc [K]
  4) Compressor Pressure, pc [Pa]
  5) Intercooler Temperature, Tic [K]
  6) Intercooler Pressure, pic [Pa]
  7) Intake Manifold Temperature, Tim [K] 
  8) Intake Manifold Pressure, pim [Pa]
  9) Exhaust Manifold Temperature, Tem [K]
10) Exhaust Manifold Pressure, pem [Pa]
11) Turbine Temperature, Tt [K]
12) Turbine Pressure, pt [Pa]
13) Turbine Speed, omega_t [rad/s]

Sensor Measurements

1) Compressor Temperature, Tc [K]
2) Compressor Pressure, pc [Pa]
3) Intercooler Temperature, Tic [K]
4) Intercooler Pressure, pic [Pa]
5) Intake Manifold Temperature, Tim [K]
6) Intake Manifold Pressure, pim [Pa]
7) Air Filter Mass Flow, Waf [kg/s] 
8) Engine Torque, Tq_e [Nm]
9) Exhaust Manifold Pressure, pem [Pa]

p_amb

lambda

T_amb Generic Single-Turbocharged Engine

Boost Controller

Ath fAth
xth Fault

Ref Engine Torque

Ref Engine Speed

Torque Measurements

Sensor Measurements

lambda [-]

T_amb [K]

A_th [m^2]

p_amb [Pa]

omega_eREF [rad/s]

omega_eREF [rad/s]

u_wg [0..1] u_wg [0..1]

A_th [m^2]

Tq_eREF [Nm]

Sensor OutputsFeedback
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Exercise 3 — Boost Controller (15–20 minutes)

• Still using the unzipped/extracted main workshop exercise file downloaded for
Exercise 1.
• Head to folder “Ex3 - Controller”.
• Ensure that “Ex3 - Controller” is the Current Folder in Matlab.
• Run main.m.
• You will see 2 Simulink models being opened — EngineController.slx and
EngineLibrary.slx.

• In EngineController.slx, click on the Boost Controller block and complete the
controller with the help of the figure in Controller.pdf and the template blocks in
SimulinkLibrary.slx.
• Simulate EngineController.slx to verify the performance of the boost controller.

55 / 95



Faults, Classification,
and

Types of Faults
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Mass Flow Fault Defined by Size of Leakage Area

• Leakage at specific part of engine
system
• Area of leakage (mm2) represents

severity of fault

Wleak = kleak
phigh√
Tamb

Ψ

(
plow

phigh

)
,
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(
plow
phigh

)
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−
(
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plow

)(κ+1)/κ
}
,

if
(
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≥
( 2
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,

√
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( 2
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, otherwise.
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1
fWaf

2
pamb

3
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x
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x
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x
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x

product

(u(1)^(2/K)-u(1)^((K+1)/K))

Pressure part of Psi-function

x
÷

Pressure
ratio

PI critical Constant in Psi-function

T upstream

Psi

Density
correction

p upstream

PI
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Visualizing Faults and Their Effects on Engine System

• Pressure drop in air filter, fpaf

• Incipient fault induced at 200 s
• Effects are prominent and easy to detect
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• Leakage in the air filter, fWaf

• Incipient fault induced at 200 s
• Effects are less prominent and difficult

to detect
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Generation of Residuals
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Objectives

• Improved fault isolation that vehicle is correctly repaired at first attempt
• Determine fault isolation capability given sensor set-up
• Analysis where fault modes can be isolated with current sensor set-up
• Analysis of which sensors needed to fulfil fault isolation requirements
• Methods for fault detection providing good fault isolation possibilities
• Design of a Digital Twin/Simulation Testbed to meet the above purposes
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Initial Fault Isolation Analysis

Structural model
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Initial Fault Isolation Analysis

FIM
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Generation of Residuals

Theoretical Background
Assume the system

ẋ1 =−x1 +u+ fu,

ẋ2 = x1− x2,

y1 = x1 + f1,

y2 = x2 + f2.

The following residuals can be generated:

r1 = ŷ1− y1,

r2 = ŷ2− y2.

Engine System
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Simulation Results

Effects of Engine Dynamics on Residuals
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Suggested Fault Detection Requirements

• Time for fault detection: |ri|> J & tf > 3s

• Missed detections: Testbed is designed so that amplitudes of faults are large
enough that they should be detected.
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Simulation Results

Fault-free With fault
<latexit sha1_base64="6mET+UN0SDmHU1IXR0nf2QNvW6c=">AAAB7nicbVDLSgNBEOz1GeMr6tHLYBA8SNgViR4DXjxGMA9IQuidzCZDZmeHmVkhLPkILx4U8er3ePNvnCR70MSChqKqm+6uUAlurO9/e2vrG5tb24Wd4u7e/sFh6ei4aZJUU9agiUh0O0TDBJesYbkVrK00wzgUrBWO72Z+64lpwxP5aCeK9WIcSh5xitZJraifKYym/VLZr/hzkFUS5KQMOer90ld3kNA0ZtJSgcZ0Al/ZXobacirYtNhNDVNIxzhkHUclxsz0svm5U3LulAGJEu1KWjJXf09kGBsziUPXGaMdmWVvJv7ndVIb3fYyLlVqmaSLRVEqiE3I7Hcy4JpRKyaOINXc3UroCDVS6xIquhCC5ZdXSfOqElQr1Yfrcu0yj6MAp3AGFxDADdTgHurQAApjeIZXePOU9+K9ex+L1jUvnzmBP/A+fwCNgY+p</latexit>

fpaf With fault
<latexit sha1_base64="kSAb5PID071T3nyYfG+uvYNN2lg=">AAAB7nicbVBNS8NAEJ34WetX1aOXxSJ4kJKIVI8FLx4r2KbQhrLZbtqlm03YnQgl9Ed48aCIV3+PN/+N2zYHbX0w8Hhvhpl5YSqFQdf9dtbWNza3tks75d29/YPDytFx2ySZZrzFEpnoTkgNl0LxFgqUvJNqTuNQcj8c3818/4lrIxL1iJOUBzEdKhEJRtFKftTPfRxN+5WqW3PnIKvEK0gVCjT7la/eIGFZzBUySY3pem6KQU41Cib5tNzLDE8pG9Mh71qqaMxNkM/PnZJzqwxIlGhbCslc/T2R09iYSRzazpjiyCx7M/E/r5thdBvkQqUZcsUWi6JMEkzI7HcyEJozlBNLKNPC3krYiGrK0CZUtiF4yy+vkvZVzavX6g/X1cZlEUcJTuEMLsCDG2jAPTShBQzG8Ayv8Oakzovz7nwsWtecYuYE/sD5/AGHTo+l</latexit>

fWth

Non-triggered
Triggered

70 / 95



Simulation Results
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Simulation Results
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The Simulation Testbed
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Features of Simulation Testbed

• Simulation settings
• Realistic engine simulation and

telemetry sensors readings
• Design and test residuals generation

and fault diagnosis algorithms
• Present simulation results
• Customizable

Open-source for Research (and Teaching)

markusng.com/downloads/TCSI
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Demo
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Generation of Additional Residuals
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Theoretical Background

Let’s revisit the earlier system

ẋ1 =−x1 +u+ fu,

ẋ2 = x1− x2,

y1 = x1 + f1,

y2 = x2 + f2.

The following residuals were generated:

r1 = ŷ1− y1,

r2 = ŷ2− y2.

A new path traced to y2 to generate r3.

Omission of u from this path removes
sensitivity of r3 towards fu.
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(a) Sensitivity of only {r1,r2}.

(b) Sensitivity of {r1,r2,r3}.

FSM for {r1,r2} (unshaded rows), and r3 (shaded row).

Residual f1 f2 fu
r1 1 0 1
r2 0 1 1
r3 1 1 0

The triggered residuals and the diagnosis decisions for
the isolated faults.

Triggered Residuals Diagnosis Decision
r1 and r2 fu
r1 and r3 f1
r2 and r3 f2
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Application to Engine System
• Consider only 7 out of the “Original 9” (remove rTqe and rpem )

• Algorithm returns 14 additional Residuals

       
 

fxth1

fWaf

fyWaf

fypic

fypim

fWic

fWth

fpaf

fyTic

fvol

fWc

fx
th
1

fW
af

fy
Wa
f

fy
pi
c

fy
pi
m

fW
ic

fW
th

fp
af

fy
Ti
c

fv
ol fW

c

83 / 95



Application to Engine System
• Consider only 7 out of the “Original 9” (remove rTqe and rpem )
• Algorithm returns 14 additional Residuals

Residuals fpaf fCvol
fWaf fWc fWic fWth fxth fypic

fypim
fyTic

fyWaf
rTc 1 1 0 1 0 0 0 0 0 0 0
rpc 1 1 0 1 1 1 0 0 0 0 0
rTic 0 1 0 1 0 0 0 0 0 1 0
rpic 1 1 0 1 1 1 0 1 0 0 0
rTim 0 1 0 1 0 0 0 0 0 0 0
rpim 1 1 0 1 1 1 0 0 1 0 0
rWaf 1 1 1 1 1 1 0 0 0 0 1
pim Waf 0 1 0 1 0 1 0 0 1 0 1
Tim Waf 0 1 0 1 0 1 0 0 0 0 0
pic Waf 0 1 0 1 0 1 1 1 0 0 1
Tic Waf 0 1 0 1 0 1 0 0 0 1 0
Waf pim 1 1 1 1 1 1 1 0 1 0 1
Tim pim 1 1 0 1 1 0 0 0 1 0 0
pic pim 1 1 0 1 1 1 0 1 1 0 0
Tic pim 0 1 0 0 0 0 0 0 0 1 0
Waf Tim 1 1 1 1 1 1 0 0 0 0 1
Waf TicpicTimpim 1 1 1 1 1 1 1 1 1 0 1
Waf pcTimpim 1 1 1 1 1 1 1 1 1 0 1
Waf pcTicpic 1 1 1 1 1 1 1 1 0 1 1
pic TcpcTimpim 0 0 0 0 1 0 0 1 1 0 0
Tic TcpcTimpim 0 0 0 0 1 0 0 0 1 1 0
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Application to Engine System
• Consider only 7 out of the “Original 9” (remove rTqe and rpem )
• Algorithm returns 14 additional Residuals
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Fault Isolation
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Possible Solutions

• Hybrid FI method

• From set of triggered residuals, compute set
of minimal diagnosis candidates using CBD.

• Rank each diagnosis candidate by
evaluating residual outputs using SVDD
classifier trained with fault mode data.

rank(Fl) =
1
N

N

∑
k=1

CR
Fl
(rk)

• Able to cater for unknown faults and
multiple-faults modes.

• When true fault mode has been identified,
collected data from fault scenario used to
update SVDD classifiers.
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Still a work in progress 
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Thank you!

*Acknowledgement: This research was supported by Volvo Cars, Gothenburg, Sweden.

94 / 95



A Realistic Digital Twin of a Vehicular Engine System
A Simulation Environment Platform for Fault Diagnosis

Mark Kok Yew Ng

Senior Lecturer, School of Engineering, Ulster University, UK
Adjunct Senior Research Fellow, School of Engineering, Monash University, Malaysia

ILN+ Researcher in Residence, Digital Catapult

mark.ng@ulster.ac.uk
markusng.com

The 8th IEEE Conference on Control Technology and Applications (CCTA) 2024
Workshop TuWH2T3

20th August 2024
95 / 95

mailto:mark.ng@ulster.ac.uk
http://www.markusng.com

	Introduction
	Modeling the Engine
	Mathematical and Simulink Modeling
	Structural Model

	Controller Design
	Faults, Classification, and Types of Faults
	Generation of Residuals
	The Simulation Testbed
	Generation of Additional Residuals
	Fault Isolation

